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channel instead of broadcasting on the blockchain
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COSMOS HUB FORUM

Welcome to the Cosmos Hub forum! Get started by reviewing (his post

This is a space for brainstorming and refining proposals, discussing governance, and conversation about the growth and sm:untj,r of the Cosmos Hub
ftself Fnr other d;scusslnn particularly technical support on the Cosmos SDK, we recommend using the Cosmos | >

If it is your first time on the forum, please be aware that our spam filter is quite strict to protect users from spammers 'n’' scammers. To reduce the risk

of being flagged as a spammer, here are some tips:

Cosmos-SDK Security Advisory Jackfruit

B Conversation |

ebuchman

Security

Recently, the Cosmos-SDK team became aware of a high-severity security vulnerability that
impacts Cosmos-SDK v0.43.%x and v0.44.x. User funds are NOT at risk; however, the vulnerability
can result in a chain halt. This vulnerability does not impact the current Cosmos Hub, though
other Cosmos-SDK based blockchains using v0.43.x or v0.44.Xx may be affected and are advised
to update to v0.44.2 immediately when it is available. Nodes can update their software
independently of each other (no coordinated chain restart necessary), but should do so as soon
as they are able.

A patch for the issue will be released in version v0.44.2 of the Cosmos-SDK at 14:00 UTC on
Tuesday, October 12, 2021. The patch does not involve state-machine breaking changes against

v0.44 x.

Note that v0.43.x was already discontinued due to a prio:

ase 22 - upgrading from

v0.43.x to v0.44.x does involve a state-machine breaking change, though it is recommended to

upgrade immediately.

This notice has been posted in accordance with the Cosmos-SDK's vul

BiTIBC (FEhEE

SIS TR,

N X EREY3

ierord aﬂd sthut

F ¥R https://forum.cosmos.network/t/cosmos-sdk—security—advisory—jackfruit/5319
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MeasureBuildDagDuration(time.Now(),

"BuildDependencyDag")

[/ contains the latest msg index for a specific Access Operation

dependencyDag :=
for txIndex, txBytes :=

types.NewDag()

range txs {

tx, err := txDecoder(txBytes) // TODO: results in repetitive decoding

if err != nil {
return nil, err

}

// get the ante dependencies and add them to the dag

anteDeps, err := anteDepGen([lacltypes.AccessOperation{}, tx)

anteDepSet := make(maplacltypes.AccessOperation]struct{})

map

£

for _, dep := range anteDeps {
anteDepSet [dep] = struct{}{}

}

// pass through set to dedup

if err = nil {

return nil, err

}

for accessOp := range anteDepSet { lterate map

err = types.ValidateAccessOplaccessOp)

17T erfr ™= nll 1

return nil, err
¥
dependencyDag. AddNodeBuildDependency (ANTE_MSG_INDEX, txIndex, accessOp)
¥
msgs := tx.GetMsgs()

for messagelndex, msg := range msgs {

if types.IsGovMessage(msg) {
return nil, types.ErrGovMsgInBlock

}

msgDependencies := k.GetMessageDependencies(ctx, msg)

dependencyDag.AddAccessOpsForMsg(messageIndex, txIndex, msgDependencies)

for _, accessOp := range msgDependencies {
// make a new node in the dependency dag
dependencyDaq.AddNodeBuildDependencyimessagelndex, txIndex, accessOp)
}

for txs with runitx decode (potential optimizail

v func (k Keeper) BuildDependencyDag(ctx sdk.Context, txDecoder sdk.TxDecoder, anteDepGen sdk.AnteDepGenerator, txs [][lbyte) (=types. \
defer

1, Cosmos [/

SRATARAR o

09



RIR|F A S HEFENRY (0] R
Cosmos W AtEHZ TMRIRAMR], ERESHLER, BRZEZHINFN. WRINFIREFASE, FIEESSHZZEI0)R,

R 5K MBEIEARELR

£ Cosmos NP, WR—ERZHITEMN, BEHTRITIRME, BIERSKRELRREIRZHITRIIVIAT, WMrlgeSEEE _ LAIEIE
A=, EMBERMYEZWEFPNEE, BrIgEERARERK, B, TR UOIBREESHELZELIEXRNNRZ S, BIFRIAE
I—EEA ] =Y, WHERSSCINE LR,

E’]*Ik:us - :E
Cosmos N AMBHIVASIRIEZSERERIFE™E, ARRATIUEANES, IS AEENRSGEAIN, MMl gE4.
RE SIS E?*ﬁl_t-?ﬂ, HIHITE E.E’];J“Uft PARA LE E 8 F8 1= AR S LG I S 2N AN R

BiHREERSE

Cosmos B9 IBC HlHHESA BN A Z B UEEESR, EXt5IANTRBENZENXK,

Flal, WMREBEHEEREEEIREFHEN, AESHERASEMRREZFIRIZE R #HITERESERE. NREINZEFZZ L,
ifiROE BENE2ENESL S, hIEEEREEEIEFINEIN,

LT' I

SARHRS iRZAEE o)
Cosmos NABNSNEERTREFRAIEFTEHRHITHE, BaARAEAIFESHASINRSHARTARZERED. FREFTHE
IR E AR CRE, BRERAEERIIELR, BERARIERAZZINENIESIZT.

2 TR B S RN A
CosmosESHRIZ FFREIITHEZCMEI ENZ 2 ENRER ., WRBMIGEIREATE, AIESHSS AT HRSE,
AT, FENZFTREHAITEEWE, BERBFITGIEES RNEITMNBSNZ 2 EMEERE.

7 ==/,
IR BT

1_||

A X2 S YRR
Cosmosh/ RS G MBS S BRARR, BERENFIRITAS, rlgeSHUaEKE
PEFIERNE, DARSLE DA RN BERDR R ITAE .

T
2\%
N

SAIa)ER, N ARR S EEAL I AY
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3.3 Lt MRAESIRIE

LB T Bl 2544 & i el
LB AR Z 18R T ER4A R HERE R Bitcoin £, MBERMANASE2HFPRENEUE.
MRMAWEARZE, RFNATMK.

RERBTERTSEEVFIE
B IAEEASThITE BT 2 XA Runes , MR 27EREBFP AR, RBREREERN BTC ,
ZBERTERST, sEMAERP&ATmK,

UTXO £&IiTEEIRFRE
1. ITERZFENRKIR

2. TTEXZEFKRIZ

[ENE 0 RS, #HFHTITEIME S — T4 REIRFEHARTEEFT 546 BERNASRNINRTH L., X T™MENNTES
P2PKH RS EIRIRS], AT, AREIHLISEEIRELIRRFIBAAAE., $55l&, T Taproot i, ZLixPREI79 330 Bg,

S MERBIEREEEE Taproot MIHRIENLILRE], & 4 N ™
BERSBUSR Taproot MRS HINTAFMORE, XFE A
bt SS RV IR PREIBVIFHIE S, BIPATE Bitcoin Core JREUHES F' ud{:;ressz lpendetll“PuymentAddress,
1 BitcoinTalk 1BIGRYITIEF IR, value: change. .

o
£/

https://github.com/bitcoin/bitcoin/blob/
e9262ea32a6e1d364fb7974844fadc36f931f8c6/src/policy/
policy.cpp#L26

} else {
fee += change;
}.

https://bitcointalk.org/index.php?
topic=5453107.msg62262343#msg62262343 \ /

SPV 81k
1. R E R X R0 8] &
2. AR XIRL T E=IERR

w

KERELBLRIBR
FEisthEETF PoW 8, FAIAZEAXREAH, EAXLEEMAR S, SERENLLITHE FHUENR R, IREBEZEEXME
7, AIBER ATk,
RERLESTMRZESE ZIEKIN
LB MRS R IEZETA—TESHYT T 6, FMUZEERNNRZ 2SI L., BN, F=AMWERSEBEESNRS, FKiLL2xk

ZENR ZELLBRKNNEAN—EERZAFEERMAERKITE,

268 X B |B) i A AE 3T B (8] iR /5 T
EMNSEES MBI AN R, MRRBX2METE, BB F=SNETmK.

IEHRTEHEZ) (HTLC) MINEIREA S
=R E T3

e HFEIIRE XK
o [[81%E X/

o LIFIL2ft 8| [EH
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3.4 Ymiz1EE % W imiE<E

3.4.1 #am

BElnb R EEMNEBLREMERTICEEN, =SHERSSZEEX, TiERF
Wi, T Go BEFARIMAFINE

B2

EHY/EME, Rust EIEIAEZN B

/

fn integer_overflow() -> u8 {
let x :u8 = u8: :MAX;
let y :u8 =1;

let result = x + y;
println!("{} + {} = {}", x, vy, result);

result

¥

\,

\

/

3.4.2 FEEIA

RENEIEEFERERE FPHALREN, BRAAZR, SEERFRFIESTENN, EERlo)ixRET RS ENRBNIR

H &4, FH{ERRustBVEBRIHLEIEE Go BY context B33 BLE1TRITEIA,

//f_ fn infinite_loop_demo() |

Let mut counter = 0:

loop {
println!("Counter: {}", counter);
1f counter == -1 {

break:

counter += 1:

L

\

3.4.3 FoFREY31E

R

FobRiE)FEREE TR AR DL UL F G, SERRLHAS|IREER. BRESERMIEESRG, FREFBKRRFEIRE, FIAE

-

fn infinite_recursion() |
println! ("Entering infinite recursion...");

infinite_recursion():

fn main() {

infinite_recursion():

/

Rust 2 EERE R~ et R, RUFUATHL:

thread 'main' has overflowed 1ts stack

fatal runtime error: stack overflow

N

/

12



3.4.4 ZFFHF

HEZENEEARRBSMIHOEZFZ RN, 2AEHERS, MMSHNBIEA—E. Rust BEIMENNGINEEZEERBERT SR
4, Go M@ channel #1 syncBiR{EH & 715,
20 Unsage Rust mffll, & T AT EZERMIARFABAE—THEESE, FEREXNITH. ITNBEEMANIERF, BA=
BEREARSHEIRIPFHEZERIR:

4 N

use std: :thread:

use std: :sync::Arc;

use std: :time: :Duration;

fn race_condition_demo( ) |

// Wrap a shared integer variable using Arc for reference
counting

let counter = Arc: :new(0@):

let mut handles = vec!| |:

// Create 10 threads, each incrementing the counter variable by

for _ 1in 0..10 {

let counter = Arc::clone(&counter):

let handle = thread: :spawn(move ||
for _ 1n 0..1000 {
// Read and modify the counter, causing a race
condition
unsafe {
let raw_ptr = Arc::as_ptr(&counter) as *mut 132;

*raw_ptr += 1; // Race condition: multiple threads

modifying the same data simultaneously

handles push(handle):

// Wait for all threads to complete
for handle in handles |

handle.join().unwrap();

// Pause briefly to ensure all thread output 1s complete
thread: :sleep(Duration: :from_millis(10)):

println!("Final counter value: {}", *counter);

fn main() {

race_condition_demo():

o Y

o

R 78 Safe Rust B LlEEIERF, 2B LHNEFINAEEASE . BIEFHFREF (Race Condition) 1IEIZNEELGE
BEAETNEARY TN, XMEREZE RS, tbEU TS

1.0 [B) B R AT IR(E -

N7 Rl gER MR RANEIELS R, HIUl:

a—TEZENMEETREGEERIL, MAELEEAS—TZZBR T125% ., X7E Rust FR]BAEIT Arc<Mutex<T>> 1X1EAI[E]
75 1L &S A TR HABERp LB %R FIVERERZFE,

g

1l




2. WEE (Double-Checked Locking) : IRZ 1M &iEEHVBMHC—THREZEHBEIANNFIREREVEMT, NeJgES
1R, XMERT, B8R TNESREBHIERS, BT E£E2IMIZEEIR.

R
<+t
A0

3. AEWRIBIN: MWREAS 1T, HIEFER
IR BN R F R,

N IREREE, MMAJBEIERRTESI. Rust RUEERI RS H AEERH LEIXFHTE

AT =2 Safe Rust WERHF =R REER. EXTIFH:

o MTLHIEDHINHELS data I 1. BT EIZE =L data, AFEIMEE,

o REANRIEZDITTTHHY, EI]TEQHE Mutex {&¥, iz 1 ML%3E 2 TINF = MRZRFTENG R, i L, R2EN
A 2, {BERRIZIZFTEN%a 5 & 7E

/f”'

"“\\

use std::sync::{Arc, Mutex};

use std: :thread:

fn main() |

let data = Arc: :new(Mutex: :new(0)):

let datal = Arc::clone(&data):

let handlel = thread: :spawn(move || {
Llet mut num = datal.lock().unwrap();
*num += 1,

println!("Thread 1 incremented value to: {}", *num);

let data2 = Arc: :clone(&data);

let handle2 = thread: :spawn(move || {
let mut num = datal.lock().unwrap();
*num += 1;

println!("Thread 2 incremented value to: {}", *num);

handlel. join().unwrap();

handle2. join() .unwrap();

println! ("Final value: {}", *data.lock() .unwrap());

""-.f}

3.4.5 B BA

SEEERARGENEIRS R, SPIEFREINZLE, Go (M defer/panic/recover i3k E %, RustM{ER Result 1 Optionz
BAS, REEERIINEIRIE,
T RIRAB IR panic SRR BRRAYEF:

//ff- fn main() 1 _HR\\

// Call a function that may cause a panic

cause_panic_with_unwrap();

fn cause_panic_with_unwrap() {
// Create an Option with a None value

let value: Option<i3Z2> = None;

// Use unwrap to attempt to get the value inside None, which
will cause a panic

let _unwrapped_value = value.unwrap();

- A




3.4.6 FROi%IfE
FORBIERFRTIHERENSBAT, FHESIRRENRR. BIERTHIEN

//ff

0

S7E8E, BHLEFERFABRIZEFORE

'““\\

25

- |

fn divide_by_zero_demo() {
// Define a numerator
Let numerator = 10;
// Define a denominator as zero
Let denominator = 0;
// Attempt to divide by zero, which will cause a panic

let _result = numerator / denominator:

\__ /

3.4.7 KBt

REEREIREE H AL A RENERSEN, algEs| A AT A, Go Ml Rust RN SRR REAFHES, Rust £5
BT, FB(EH as” RIEENHTT,

N FREUCER, BRI T amount =R MANRENYE, ARRFICEFERMNMERNZ. AR amount = (U128:MAX << 64) | 1,
BAEREEZA T80, (BER2REIERENCHE N340282366920938463444927863358058659841,

g N

fn stake(amount :ulZ8, staker :Address) {

let 1liquid_max : ub4 = 1000;

let trs = amount as ub4;
1f trs < liquid_max
i
transfer_token(to,trs):
telse
freturn;}

staker.liquid = amount;

Nk Y,

3.4.8 ZNZHiE 57

RS RS BAEP TR RSIMLE, SEAFDICEIRTIZF R,
(IR A b= N A= R RS S E T B T B

4 N

fn main() {

// Call a function that will attempt to access an out-of-bounds ¢

array_out_of_bounds_demo();

fn array_out_of_bounds_demo() {
// Define an array with 3 elements
let array = [1, 2, 3];
// Attempt to access an element beyond the array’'s length
let out_of_bounds_element = array|5];

// Print the out-of-bounds element (this line will not execute di

println!("Out-of-bounds element: {}", out_of_bounds_element);

. /




3.5 p2p M%imiMH

P2P (R R) MBEXREARAAFAToHIT RABNERERSBE. RE P2P MBAEZFOLCRGIRME 7 MESEM, ER
Hiz—RIZEiRES BT X,

MNZEBER, p2p WERIE MU H2M, —MEXLF TR, XMELI LERIEERZ.
—MEREITAIRY, XMEL2LERZ,

AHFAIN p2p NEEH, RIZFENEGEET sibil G, FEFAININSER, (T ERIRMETRESAEN, N
FNAEEXRR, BRIXEDBITEERT R,

p2pMERYE WifmERBIA T

(1) EEREHERE:

S GE X AR5, fRIMERERN T REMBRATS RN —MRE
BXIERET KIEIRA,

MURIFRLERRBE R HIMIEXMURE. UAXIpREZERE (B {ER RS P2P discvd 1 R &MY AI 2 BE,

BENMKIG. UKEZH) ATHERTRB/NIEFMN, TEXD2TRESETRTHE, SRMUBEERSE, TRBEMEETRE,
B 2GR T REZE,

5%, BN EERE LR RAEBENIN LR

W EZ TE:
\
/
(2) TRZAS(EEELAH
NEBTTREUGEESE, RIETENBHETARBARGEE. Hldl, WRTRMBLAELYAIE, NFEEEE., SGEENTR

EXMEE, MBEENTRFTEZZIR.

(3) TRZ T R EN =PRI 5!
PR&UFT T REVBIERREE TIphERI, LR ERNEIZXERRT K.

(4) T RAERIMEZE)M

%,EEIAE“?EEE,«:@JJ‘ P2P MBPREMFITRAZILER., EEFZTASE, NEEEENIE, B5SHNEZIHFILE,
o TREE ., EEFRIESEANEHES ATFNE, MREST R MHNZEENMERIIMBE .

A NE R R T NEHRIMER—MiRim 80 :




(5) ZFZBERIT RIEFENH

RT REAZRIERIT [IEZENG, BBArBERERNMEREMTREEEET R, S Eclipse Attack,
THEEINTRIZZFEZENH

BT RIERE: BT RERNBREILT, EIREEEAEHT [EERESM,

BERERRES: LT RMTSYIE LSRN LEOANT REBIER, EFKNEERNSER TS,
(6) TRZ B I8k

EHRZITAIN p2p MEH, FEXND RIS HEITIRIE

(7) $iRZ B AR E HA B AL L

MRLIM—T T RIREINEIEZIEEN, MEEZZRECHFRETRERENICR

T RMIXE B M R PEF RN EARERNT R, BRAFNTR, MMEREEBRAXS MG,

4 h

node routing table node routing table
Dead Node \ HTgh—rﬂputaticm node

H'igln-rapu‘bat'imn node

Lr:-w—reputath:m node

Higl«\-reputa‘bicm node

Higk*rep utation node

Higl«\—rapu‘tatiﬂn node

Dead Node

_ I,

(8) B AZNITF IR
p2p FRAERRMANIRER, DIAERGHIENTEE. NREANNBEEALEHNEGTIRE, PIEESILETREHRENL.

4 \

Tampered Data
Dat P
\_ )




3.6 DoS j&[

DoS (%

BARSS) MR

NFFERKE

MAXERNFE KL
— RS

[EIE4aR zip X1¥,

RN FRERBEE"
HTFHEEIATRISIFELELEIEE R, LERERE zip XIFIER/D.

SSHARAARTFTRER, EISEIER

s
e

SRIIER AR, N FEXE

|
S

.-%.-—)b, EEdIRE RRE LRRAE.

ZipXEE

EIFRE SHRNEREFMEEREZENXG, AFSRIREER, BirE» OOM maEisk.

HihWEREEZHSEIEHFNOIE, TEEEMAIGBAX/NNABTEB NN HE, BREENE ELLTIR:
File Format Compressed Size Compression Ratio \
.bzip2 1KB 1048576:1
7 i 4 154KB 6808:1
XZ 155KB 6765:1
.gzip 1231KB 851:1
\ .ZIp 1231KB 8511 /
Sui 82 BT I XMRIE, £ Sui B9 p2p X, ATRD&RES, BElo RPC JHEXEH snappy BiEE
/ffr impl<U: serde::de::DeserializeOwned> Decoder for 13\\
BcsSnappyDecoder<Us {
type Item = U,
type Error = bcs: iError;
fn decode(&mut self, buf: bytes::Bytes) -> Result<Self::Item,
Self::Error> {
let compressed_size = buf. len();
let mut snappy_decoder =
snap: :read: : FrameDecoder: :new(buf . reader());
let mut bytes = Vec::with_capacity(compressed_size);
//Decompress
snappy_decoder .read_to_end(&mut bytes)?;
//Deserialize
bcs: :from_bytes(bytes.as_slice())
NREBBGEEEA snappy E48XF58, MrILALT RENRNFFERMARGR.
A —MREREMELIEEX/IVZEIRE,. MRBIFTRAERSINIENR R, 2BNERZE
EFREBARMIEE SHAERE.

IR FERRE

5 NTCHEEE &7

!

2, zip FRNESRER, BIER—TEEANNSESR 0 (FERME) KX, &

R E EIREREE zip XFZ2E, B2E

iiFhazS (8], BB ECINE R LEFIRAE.

WEREFERGE RAIBW F2MIER
e zip fE3¥, WiEHEN LEMN“ NEERKE—, RAZBEINMERRE zip BE%E
® AR AEAKRSHRRIEE, MAIUFHENTERER

pAN
5 =

157

£

IIT7 o

mA

E"""‘

A=

BRI /MRS, AR AINE

ZEINTF.

78, CHBE0T:

8 LRI BA



Nz WRFERIE

RERRISKEDHFER, BWEFHOMOEHRERS.
HWRHENABMRER: WEEETRE, EEnT KNRZIMREREERIIER, 1LEXENIEENSIEKEITIA,

4 N

Attacker Gi i
Table
(e tion DQ [ 40 \
ﬂﬂﬂﬂﬂﬂ t won 1 "“-u._‘ ‘Fﬁl 1
connection 2.--....___ £d 2
[ Node RPC ] -
FDhs count up to mox

A

: FEE.:IH.E.:':'C u.r'i" 'FnTi

£d 1023

I
]
I
I
connection 10 S —
l\ —j [ User ]

. /

T MRBERT RIRERHIERNENALRNE, BAREEFIUREABITREEZIENK,

2N —FIEEREC Socket EHIKE
FERZEZ Socket B,

g

L .

MAFZE Linux REAELAXCE (BIRARAKTR) RENNERE:

d Culimit —n" e LEFMEEZ SRIEENSAXFEARFNEMRE, = 1RGZ1024,

[

1. X3RS (File Descriptor)

2. 5= (Semaphore) : FEENNERFIEEERALANECE, BHIA /proc/sys/kernel/sem’ XHEFIRBENRFES=
PR o

.

3. E=RTFEX (Shared Memory Segment) : HERAFEHENAXNZRARRSEAIES], nILAEE “/proc/sys/kernel/
shmmax 1 “/proc/sys/kernel/shmall” EZH#HTEE .

4. JHEPAFI (Message Queue) : JHEPIINEZRHIFILAEIE “/proc/sys/kernel/msgmni® #1 “/proc/sys/kernel/
msgmax’ FZHHITE R

e

5. % =M H#HF 20K (Thread/Process Handle) : #EMNESHZEARZSES, BEAILLHEE ulimit —-u” BFMIREETHP
R ANIHIE =,

6. Eifgs (Timer) @ ENGNHEBERHTRAARIR, RBEFHIAVEMERG, {E#HEZIRRGI=EZCINERFNEE,

7. WBEIEF (Socket) : NEBERFH=RESINERHATREFNE N, WSRAMEZEEE (W net.core.somaxconn’
1 “net.ipv4.ip_local_port_range’) &0,

BT S
NFEEERRSHERMNE, FERLNANFERR LERIE.

(1L}

AT BE—RIER TREERSRA. BRNRKEEFNENHRBRT RONFLE, HoEE
B RIEF LA RTE R 2 TR

B2 X—RfE,

tREBZ, B




3.7 Zi5=F R/

ZHEF A RIARIBENRZIENTENR, LRY

AERKBENZEZRAMN, LFEEE

EREZRIIBARZRENRFRE

leFHEERTAERES
HEFHA,
SRR XL

ERAZENEHEXRHRE

 LEINBERE
CEANFATEEITERET,

B2 E

EEE—RIR, RRT
A, BIYEFHEZEH SHA-256 3 SHA-3 £

CEXNERAERIE, —MRIBA XL
EXNEHEE:

BMEAMEEN, BRREEEW MD5 F Sk

FUMALFEE HREE

1

|
LB

PAGRY: SPSIEZE= W

HENERR

A-1 BE#IIE

N i = =]

ST,

//f’

.

export function check(key: string) {

— —
—

1f (key undefined) return false;

const decrypt = hashCode(key);

1f (decrypt != CONST_KEY_HASH) {
return false;

)

return true:

o

export const hashCode = (s) => {
return s.split('").reduce(function (a, b) {
a=(a<<5)-a+b.charCodeAt(0Q):
return a & a:
}, 9);

I

.

‘hashCode™ KA B —MINZENE K
HKEE/PHAB U=,
‘CONST_K
AT 2B

(&

ik (PoC) 1Xh3, |

F HIR S 5 #% Iz [o) 7 A7 A0 R
=Y _HASH' {ER9Z%R, MME& APl S ENZE M,
g UEE)

e R

= 18] E
T X 4 53

£,

Bz &%) EXAITIR

HE

X TP M5 7 HY;

fﬁfﬁ]

HRVRAMINAEE
15 % ALl

//”'

const generateRandom$String = (length: number): string => {

const characters =

"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnopgrstuvwxyz0123456789" ;

Let result = "9";
const charactersLength = characters.length;
for (let 1 =1; 1 < length; 1++) {
result += characters.charAt(Math.floor(Math.random() *

characterslLength) ) ;

return result:

const poc = () => {
const attempts = 10000000000
for (let 1 = @; 1 < attempts; i++)
const randomString = generateRandomString(5);
1f (check(randomString)) f{

console.log( Found valid key: ${randomString} ):

poc();

\

BH{Z1ER
1t 5 5 1B I BRRY | B

Eﬁhfﬂﬁ?k?LJﬁiJ];kiﬁg:

FEXEL, PIEEHREEIX
BAH RAVEE

A

o Ub7h, 1ZPRENRIE N E T4

I T

B A UE S LS HERE

20



AZENERA SRR FHILE

—ME IS RE, HASH(A+B+C)=HASH(D+E), &I X#MEANREEEZA+B+C=D+E, HF A+B+C ¥I'D+E'T2—*%F, B2
ABCDE &BA4—#E.

FRATALZENANFEREE

NFEREEZHTRUEBIENESSMAKIR, PhLEEUEMEN ., BEANERZE AU DSA #l RSA FlgefE=F1T 8RN TR, [FF
~CDSA 5§ EdDSA FMAERZEEZTURMMEERINEZ L, RIPEUBRRIEEEFMBAABES] ., 1SRl AGHE-ESANTF, iR
EREEFNIENHEXERE,

€ F A ZENMEBRE

MESEREER
ﬂﬂé—fﬁ, J:'FEL Eﬂ*l':
teoh, MiRZAEIERI, PFAHLEEREE)

=1
2V

f

W4

jﬁﬁﬁln

BRI TE, 357
Fimnz (4

Ly

ER T A LRI ERE R

ﬂlﬁﬂéﬁiﬁﬁ%ﬁmﬁ%%ﬁ%%LH’EH’]EﬁHj 1Rl B EE R TR

2XKE

o %

5 E, U T&E

WEIZZE(0)RR

ERIBENLENVE LB IASEBAN AR FN &
o T 1k CRIPEN AN E AR AREFEBALE TN A MBS,
o NLEHIFENEANEME EZSFEFEVERIBENIEREMMIES EERIEEZ(]

€/ 7 A LZEHIRENZH F

BT 20 )t B2 50 AT DAMR 3= 77 55 % S B BB ATL £50F -t 55 12t T S 2R ATL AR FIUI 5

ZEFMEERE

ifE e T EL mMNARNYIRFE (WINFE. AITHTE. KFF) FKEREEGEERE ., XSMIESRY T EEAFNZEME,
BHIRENRANRAFEANEN. PHEFEREBENEARIIHTMHMA, ERITHREFRINFERSERE

B AR B SRR RM(EEE Rt BRI AT EE S,

= RIERE

TRULERMEE, EANREZRNETNEALT, EBBEIEHNERNEZHFITELS —TAENERER ., XM
EENRNERZERME, RHLERMESEEAFPEBIAARZRAZMHAITRZEN, ERNRZANEZERAANEMML
hash B, ERXRZWAIREFREERAPIRSIVRSHIR, MMSEINEST.

]EE-IZA (QDD

1 TLS) REEZIENRRZZE,

S) FIRERINEER KR,

SR,

Bp LE# %5

ANERZEEL

V (JItatme) MIEIFRNES

EE-B({EJ“.
SLUE 8

12

IIUJI

B2,

T2 BA P DA BB 2300 AT BA4RFIUI
el (EEun THR) RERIBEE,

fR R B A rT FILI 1%

=S-256 ZF B S {UNAIXIFRM

LEAE

, DR SR AUATAE, LB,

TR —D

IE

ZNELY



3.8 IKZAZ EiFmM

R RNEF R

1. RBAUER
2, KMMRBRENBFEE

I
A RO~

u
/
s
J=

X IR G 75 bl 1E R R
RKIREGE S XMRE A, NRF=ERE,

) L X IRAMIEZ 45 i)
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